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Ethics in Penetration Testing
Case Study 
In 2011, a group of researchers from Goatse Security conducted a penetration test on AT&T's servers without the company's authorization. They exploited a vulnerability in the AT&T website, which allowed them to access the email addresses of over 100,000 iPad users, including high-profile individuals such as government officials and business executives. The group disclosed the vulnerability in the data they accessed, claiming they were doing it in the public interest of exposing AT&T's security flaws.
Ethical Violations
They committed three major ethical violations. Firstly, they conducted a penetration test without AT&T's knowledge or consent, breaching legal standards for authorized access. Secondly, they publicly disclosed sensitive information, causing harm to both AT&T and the people affected. Finally, exposing this vulnerability put users at risk of phishing attacks and other malicious activities, as all the information was made public.
How to Avoid 
The first thing they should have done is ask for permission from AT&T before conducting any testing to ensure their actions were legal. Instead of publicly releasing the information, they could have privately informed AT&T about the vulnerability and given the company time to fix it before making anything public. The researchers should have respected the guidelines for penetration testing, which include confidentiality, minimizing harm, and obtaining consent before conducting any security tests.
Sample Authorization Letter
Company Header 
Date 
Client Company Name 
Company address 
Subject: Authorization of Penetration testing 
Dear Client 
This letter is a formal authorization and consent for my company to conduct a penetration test on the client company's network and systems. The scope of this testing will be included below.
I will provide a detailed system description, including the IP addresses and applications that must be tested. I will specify the date and time range for the test. Additionally, I will outline the testing methods and tools that will be used, including both automated and manual techniques. I will discuss the procedures for storing sensitive data collected during the test. Once this is done, I will explain how I will deliver a report with all the findings and recommended steps. I will also clarify any liabilities in the event of unexpected consequences, disruptions, or issues that may arise during the test. Finally, I will emphasize my commitment to maintaining the confidentiality of the client's data and findings. By signing this letter, you acknowledge that the deep penetration test may temporarily impact system performance and agree to these terms.
Sincerely 
Emily 
Tester
My Company 
Client Authorization below 
Sign Here
Name 
Date

Hypothetical Scenario 
So, a client could ask you to conduct a penetration test on a competitor's network without the competitor's knowledge or consent because the client wants to benchmark their security against industry standards.
Handling the Situation
I would handle the situation like this. Quickly communicate that conducting any tests without authorization from the network owner is illegal and could lead to severe consequences such as criminal charges, fines, and imprisonment. Instead, I suggest alternatives such as benchmarking against industry standards using publicly available data or engaging a red team to test their systems. Keeping records of this conversation is crucial to protect yourself and the company against any allegations or legal action. If the client insists on unauthorized actions, it's necessary to cease verbal and written communication.
Legal implications of unauthorized Penetration testing
It is important to consider legal implications when conducting penetration tests. Strict laws, such as the Computer Fraud and Abuse Act in the US, criminalize unauthorized access to computer systems. Engaging in unauthorized activity can also violate business contracts, leading to lawsuits and claims for damages. Additionally, unauthorized testing may breach data protection laws like GDPR in the European Union, resulting in heavy fines for unauthorized processing of personal data. To ensure compliance, testers must follow guidelines, obtain proper authorization, and protect the privacy and integrity of the system and its data.
Checklist of ethical guidelines for pen testing
It is important to adhere to ethical guidelines when performing penetration testing. A checklist can be used to ensure that all necessary steps are followed. Here is a breakdown of the key points to consider:
1. Define a clear scope: The scope of the test should be well-defined, documented, and agreed upon by all parties involved. Before any testing begins, the client must obtain authorization in writing.
2. Respect privacy: Avoid unnecessary intrusions into sensitive or private data unrelated to the test's scope. Be mindful of the impact on the client's operations and strive to minimize any disruptions.
3. Maintain confidentiality: Keep all findings, data, and client information confidential. Information should only be accessible to authorized personnel within the company.
4. Deliver findings and recommendations: Present findings and recommendations in a factual and unbiased manner. Ensure that the report is documented and free from any exaggeration.
5. Compliance with laws: Adhere to all local, national, and international laws related to penetration testing.
6. Transparent communication: Maintain open and transparent communication with the client throughout the process. Keep detailed records of all activities, decisions, and communications.
7. Professionalism: Throughout the testing process, maintain a professional demeanor and adhere to the standards of ethical conduct.
Conclusion 
It is important to emphasize the significance of maintaining ethical boundaries and adhering to standards in penetration testing. This involves understanding legal regulations in different jurisdictions and ensuring that all actions align with ethical guidelines and client expectations. By following a structured approach and maintaining clear communication, testers can safeguard themselves, their clients, their company, and the integrity of the entire industry.
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