[image: ]Malware Analysis
Report

Date: 3/28/2024
To: Aaron Rodriguez 
From:  Emily Lovo

1. Executive Summary
· The shortcut for Undertale is scripted to pen a windows tab that plays a video from YouTube. 
2. Introduction
· Once it opens the tab it will open a command prompt that says ncat listening on 0.0.0.129
3. Malware Overview
· Undertale
· Trojan
· [bookmark: _Int_gpMT81ly]The shortcut of Undertale is scripted to open a windows tab that has a video named Undertale megalovania and once it has opened the tab ncat prompt appears and opens one of your ports. 
· I found it out on 3/28 while trying to open Undertale shortcut that script played out.
4. Technical Analysis
· The script is very hidden in the shortcut that you might not see it if you do not click on the shortcut and allow it to play out the script. It is completely disguised behind the Undertale shortcut icon. 
5. Indicators of Compromise (IOCs)
· Once it fully opens the tab and you click on the video, or the videos plays a command prompt will open and say that is listening on 0.0.0.129
· [bookmark: _Int_Wq5hBFG5]The computer also starts to slow down a little because it is pulling a lot of CPU. 
6. Behavioral Analysis
· It makes the user seem like the shortcut is a real shortcut but until you click it opens the tab and opens one of the ports. 
7. Mitigation and Recommendations
· I would say that you need to make sure all of your port that aren't in use to be shut down or closed off so that no one can remote access into your computer and try to also disable the shortcut and then find more in the background of it and then delete once you have disable the script as well. 
· If you download antivirus software as well it can help detect and stop the trojan malware from getting worse and completely compromising your computer. 
8. Conclusion
· I would change my shortcut and make sure that all ports not in use can be turned off and activated through a script. 
9. References
What is a trojan horse? trojan virus and malware explained. Fortinet. (n.d.). https://www.fortinet.com/resources/cyberglossary/trojan-horse-virus#:~:text=What%20Is%20a%20Trojan%20Horse%20Virus%3F,system%20access%20with%20their%20software. 
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