[image: ]

Incident Response Checklist

Incident Response Report
(Confidential – For Internal Use Only)
1. Incident Overview
	Item
	Initials
	Date Completed
	Time

	Incident Name/ID: Payment Gateway Breach 2025
	☐
	☐
	☐

	Date & Time of Detection: (03/25/2025 - 12:00 PM)
	☐
	☐
	☐

	Date & Time of Incident Start (if known): (MM/DD/YYYY - HH:MM AM/PM)
	☐
	☐
	☐

	Date & Time of Incident Resolution: (MM/DD/YYYY - HH:MM AM/PM)
	☐
	☐
	☐

	Location(s) Affected: Payment processing network segment
	☐
	☐
	☐

	Reported By: Customers and internal monitoring systems 
	☐
	☐
	☐

	Incident Type: External unauthorized access / Data tampering
	☐
	☐
	☐

	Affected Systems/Assets: Payment processing servers, transactions logs, financial databases 
	☐
	☐
	☐

	Incident Severity: High 
	☐
	☐
	☐



2. Incident Details & Initial Findings
	Item
	Initials
	Date Completed
	Time

	Incident Description: System detected failed transactions. Alerts from SIEM showed unusual activity. Customers also reported issues 
	☐
	☐
	☐

	Indicators of Compromise (IoCs): Unauthorized API requests, suspicious admin account use, corrupted logs 
	☐
	☐
	☐

	Initial Impact Assessment: Transactions processing failure, potential financial tampering, customer data exposure 
	☐
	☐
	☐

	Actions Taken Upon Discovery: Isolated servers, disabled external payment systems, assembled IT/cybersecurity team
	☐
	☐
	☐

	Notified Authorities (if applicable): TBD
	☐
	☐
	☐



3. Containment & Mitigation Actions
	Item
	Initials
	Date Completed
	Time

	Containment Measures Implemented: Server isolation, disabled external payment systems 
	☐
	☐
	☐

	Communication Logs: Internal IT and management notified 
	☐
	☐
	☐

	Temporary Security Adjustments: Restricted access to payment systems, initiated enhanced logging 
	☐
	☐
	☐



4. Investigation & Root Cause Analysis
	Item
	Initials
	Date Completed
	Time

	Incident Timeline: Alert detection → customer reports → server isolation → investigation began
	☐
	☐
	☐

	Source of Incident: Unauthorized API request from external IP
	☐
	☐
	☐

	Compromised Data or Systems: Transaction logs, customer payment data
	☐
	☐
	☐

	Forensic Analysis Performed: Logs reviewed, corrupted records found, admin account activity analyzed
	☐
	☐
	☐

	Involvement of Third-Party Vendors: N/A (unless payment processing involves a third party)
	☐
	☐
	☐



5. Eradication & Recovery Actions
	Item
	Initials
	Date Completed
	Time

	Steps Taken to Remove Threat or Damage: API keys rotated, external access blocked, admin credentials reset
	☐
	☐
	☐

	Systems Restored: Payment servers restored from backup
	☐
	☐
	☐

	Verification of Data Integrity: Integrity checks run against backups and logs
	☐
	☐
	☐

	User/Employee Reauthorization: Re-authentication procedures pending for admin accounts
	☐
	☐
	☐

	Ongoing Monitoring Measures Implemented: Enhanced SIEM logging, real-time anomaly detection
	☐
	☐
	☐



6. Post-Incident Review & Lessons Learned
	Item
	Initials
	Date Completed
	Time

	Root Cause Identified: API vulnerability exploited by external attacker
	☐
	☐
	☐

	Security & Response Gaps Identified: Lack of real-time alerting for abnormal API activity
	☐
	☐
	☐

	Policy & Process Improvements Suggested: Enhanced API security controls, regular credential audits
	☐
	☐
	☐

	Changes to Incident Response Playbook: Added procedures for API-based attacks
	☐
	☐
	☐

	Date of Post-Mortem Meeting: (Scheduled review discussion with key stakeholders)
	☐
	☐
	☐

	Final Sign-Off & Approval: (Names of responsible personnel, date of final review)
	☐
	☐
	☐



7. Supporting Attachments & Evidence
(Attach relevant logs, screenshots, forensic reports, photos of damage, witness statements, etc.)
	Item
	Initials
	Date Completed
	Time

	Log Files: SIEM logs, server access logs 
	☐
	☐
	☐

	Forensic Reports: API traffic analysis, credential use report 
	☐
	☐
	☐

	Incident Photos: (Fire damage, workstation snapshots, intrusion evidence)
	☐
	☐
	☐

	Correspondence Records: Email alerts, team communications 
	☐
	☐
	☐
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