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Comprehensive Assessment Report
Executive Summary
I will be performing a physical security assessment at a Starbucks location. Specifically, my focus will be on evaluating the effectiveness of access control systems, video surveillance, alarm systems, physical barriers, visitor management, key control, security personnel, and the physical environment. The goal of this assessment is to identify any existing security controls’ weaknesses and vulnerabilities and provide recommendations on how to improve security at Starbucks. It's worth mentioning that I am an employee at Starbucks.
Methodology
In this assessment, I will examine the store's access control systems, video surveillance systems, alarm systems, physical barriers, visitor management processes, key control procedures, security personnel practices, and the physical environment. I will accomplish this by conducting an inspection of the store, examining relevant records, and then evaluating the security. I obtained permission from my manager before conducting this assessment.
Control Inventory List
	Access Control Systems
	· Keycards and biometric systems
· Access control logs
· Critical entry point controls

	Video Surveillance
	· Camera placement
· System operations and logs

	Alarm Systems
	· Intrusion and fire alarms 
· Monitoring and alerting 

	Physical Barriers
	· Fences, walls, gates
· Locks and barriers

	Visitor Management
	· Check-in/check-out process
· Visitor access controls

	Key Controls
	· Key management practices
· Key control systems

	Security Personnel 
	· Presence and visibility 
· Knowledge and responsiveness

	Physical Environment 
	· Adequacy of lighting  
· Emergency response plans 



Findings and Recommendations
	
	Weaknesses 
	Impact
	Recommendations

	Access Control Systems
	Inconsistent access logs
	Unauthorized access may go undetected
	Regularly review and reconcile access logs

	Video Surveillance 
	Blind spots in camera coverage
	Limited visibility may lead to gaps in security 
	Adjust camera placements to cover critical areas

	Alarm Systems
	Delayed response to alarms 
	Increased risk of security incidents 
	Enhance monitoring and response procedures

	Physical Barriers
	Tamper-prone locks
	Increased vulnerability to forced entry
	Upgrade locks for enhanced durability 

	Visitor Management
	Inconsistent badge verification 
	Potential unauthorized access 
	Standardize and enforce badge verification procedures 

	Key Controls
	Lack of key issuance tracking 
	Difficulty in tracking key distribution 
	Implement a system for tracking key issuance and return 

	Security Personnel 
	Inadequate patrols
	Reduced visibility and deterrence 
	Implement a structured patrol schedule 

	Physical Environment
	Inadequate lighting in parking lots
	Reduced visibility, increased safety risks
	Upgrade lighting for improved visibility 




