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Hack Back Research 
The topic I have chosen is corporate hackback. This involves companies retaliating against cyber-attacks by launching counterattacks to identify the attackers or their systems. This raises significant ethical and legal issues as it questions whether companies are neglecting defensive measures and shifting towards offensive measures. The gravity of these concerns cannot be overstated, as they have the potential to reshape the landscape of cybersecurity.
Corporate hackback has been a topic of debate in cybersecurity for a long time. Some argue that companies should be able to defend themselves, while others believe that it could cause harm, lead to legal violations, or escalate conflicts. So, my question is: Is corporate hackback ethical?"
The term "hack back" refers to the aggressive aspect of cyber security practices where a company or organization retaliates against cyber-attacks by launching counterattacks at their attackers. This could involve disrupting the network of the attacker, identifying, and exposing them, or even gaining control over the attacker's infrastructure. However, studies, such as one conducted by Clark and Landu in 2010, have shown that hackbacks often involve stealing data and turning off the attacker's systems. While some view hackbacks as a way to fight cybercriminals, it's crucial to recognize that they may cause excessive damage and violate laws. The potential harm and legal violations associated with hackbacks underscore the urgency of addressing these issues in the cybersecurity landscape.
I have three arguments in favor of corporate hackbacks. The first one is that they provide a proactive defense. Cybercriminals act quickly, and reporting incidents can be slow. By being able to respond to an attack immediately, companies can protect their data and the trust between consumers and the company. However, there are specific cases where hackbacks could cause more harm, such as in industries with sensitive information like finance and healthcare. Hackbacks can also act as a deterrent. If attackers know that a company can retaliate, they might be less likely to target them. However, if a well-protected organization is hacked, the hackback could lead to the exposure or destruction of the attacker's systems, making the situation worse. Furthermore, companies can gather valuable information about attackers and their techniques when they are attacked. This knowledge can help them strengthen their future defenses. Collaborating with legal authorities can also help identify attackers and prevent future attacks.
The risks of corporate "hack back" strategies include potential collateral damage, as cybercriminals often use third-party systems to launch attacks. If a company were to retaliate by hacking back, innocent systems could be harmed, as cyber criminals might use unrelated systems to carry out their attacks. Additionally, engaging in hackback strategies could escalate cyber conflicts rather than deter attackers, as it may provoke them to launch more aggressive attacks to uncover any hidden information. Furthermore, from a legal perspective, the use of hackback strategies is unclear as it may violate laws such as the Computer Fraud and Abuse Act (CFAA) in the US, which prohibits unauthorized access to computer networks. The legal situation surrounding hackback strategies is complicated due to varying cyber laws in different countries.
The two major cyber-attacks on companies that I found for hackbacks were the NotPetya attack in 2017, which was ransomware that caused global damage. The affected organization considered retaliating because they were locked out of their systems, but they were concerned about potential legal consequences and collateral damage, which prevented them from taking action. Similarly, in 2014, North Korea hacked Sony Pictures, and Sony considered retaliating but decided against it due to the potential legal and diplomatic risks associated with hacking a foreign government. While some companies have retaliated in the past, these are two notable cases where they chose not to.
The reason I chose these two examples of case studies involving hackbacks is that I believe it's important to consider a more proactive approach. It's challenging to predict how far a company will go in response to cyber-attacks, as it could lead to dangerous and harmful outcomes for both parties. While it's true that cybercriminals are breaking the law by infiltrating a company's systems, I don't think retaliation is the best solution. Instead, companies should focus on developing an incident response plan to address and learn from the breach rather than resorting to immediate retaliation. Just like how people often avoid resorting to violence in personal conflicts, I believe that companies should refrain from engaging in hacking back. By consistently updating their defenses and collaborating with law enforcement to address cyber-attacks, companies can find more legal and ethical ways to handle these situations.
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