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Setting up a UFW
Screenshots of the setup
[image: A screenshot of a computer

Description automatically generated][image: A screenshot of a computer

Description automatically generated]
Reflection
Firewalls are an important tool for cyber management. They are a defensive barrier between trusted internal and untrusted external networks. They control incoming and outgoing network traffic based on pre-set security rules, thereby playing a crucial role in enhancing server security. Firewalls prevent unauthorized access, protect against malicious attacks, enforce network policies, safeguard sensitive data, and avoid security breaches. Firewalls are not just tools. They are your first line of defense against cyber-attacks. They play a significant role in maintaining compliance with regulations and controlling the risk of cyber threats. By filtering out incoming and outgoing traffic, firewalls can prevent cybercriminals from exploiting security vulnerabilities and causing damage. Firewalls are, therefore, crucial in safeguarding sensitive data and ensuring the integrity of the network, giving you the confidence that your network is secure.
Uncomplicated firewalls (UFWs) are more than just user-friendly front ends for managing IP tables. They are your key to simplified firewall management. With a simple and intuitive command-line interface, configuring firewall rules becomes a breeze. Administrators can define rules for allowing or denying traffic based on reports, IP addresses, and protocols. UFWs are designed to simplify enforcing security policies, making it easier for even those with limited network expertise to understand and configure. Using UFWs, firewall maintenance on Ubuntu systems becomes more than manageable. It becomes a strategic part of your cyber management. They remove the complexity of IP tables, allowing you to deploy and manage firewall rules quickly without extensive configuration. This makes the process of securing an Ubuntu server much more straightforward. UFWs provide an intuitive interface that enables you to manage firewall rules more effectively and efficiently, ensuring that servers remain protected against security breaches. In conclusion, firewalls and UFWs are not just tools. They are essential components in your cyber management strategy, which is crucial in maintaining the security and integrity of servers and networks.
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Warning: Identity file deletemeaftercomplete.pem not accessible: No such file or directory.
ubuntu@5l.153.3U.4: Permission denied (publickey).

PS C:\Users\Emily> ssh —i C:\Users\Emily\Downloads\deletemeaftercomplete.pem ubuntu@5u.153.3u.4
Welcome to Ubuntu 22.04.4 LTS (GNU/Linux 6.5.0-101U-aws x86_6U)

* Documentation: https://help.ubuntu.com
% Management: https://landscape.canonical.com
% Support: https://ubuntu.com/pro

System information as of Thu Mar 21 23:30:35 UTC 2024

System load: 0.0380859375 Processes: 105
Usage of /: 20.7% of 7.57GB  Users logged in: 1
Memory usage: 22% IPvl address for ethd: 172.31.9.93

Swap usage: 0%

Expanded Security Maintenance for Applications is not enabled.
© updates can be applied immediately.

Enable ESM Apps to receive additional future security updates.
See https://ubuntu.com/esm or run: sudo pro status

The List of available updates is more than a week old.
To check for new updates run: sudo apt update

Last login: Thu Mar 21 23:27:52 202U from 13.52.6.116
To run a command as administrator (user "root"), use "sudo <command>".
See "man sudo_root" for details.

ubuntu@ip-172-31-9-93:~§ sudo apt update
sudo apt install ufw
Hit:1 http://us-west-:
Get:2 http://us-west-
Get:3 http://us-west-
Get:l4 http://us-west-
Get:5 http://security
Get:6 http://us-west-

ec2.archive.ubuntu.com/ubuntu jammy InRelease

ec2.archive.ubuntu.com/ubuntu jammy-updates InRelease [119 kB]
ec2.archive.ubuntu.com/ubuntu jammy-backports InRelease [109 kB]
ec2.archive.ubuntu.com/ubuntu jammy/universe amdél Packages [14.1 MB]

ubuntu. com/ubuntu jammy-security InRelease [110 kB]
ec2.archive.ubuntu.com/ubuntu jammy/universe Translation-en [5652 kB]

Get:7 http://us-west-1.ec2.archive.ubuntu.com/ubuntu jammy/universe amdéll c-n—f Metadata [286 kB]
Get:8 http://us-west-1.ec2.archive.ubuntu.com/ubuntu jammy/multiverse amdéll Packages [217 kB]

Get:9 http://us-west-1.ec2.archive.ubuntu.com/ubuntu jammy/multiverse Translation-en [112 kB]

Get:10 http://us-west-1.ec2.archive.ubuntu.com/ubuntu jammy/multiverse amd6d c-n—f Metadata [8372 B]
Get:11 http://us-west-1.ec2.archive.ubuntu.com/ubuntu jammy-updates/main amd6l Packages [1502 kB]
Get:12 http://us-west-1.ec2.archive.ubuntu.com/ubuntu jammy-updates/main Translation-en [289 kB]
Get:13 http://us-west-1.ec2.archive.ubuntu.com/ubuntu jammy-updates/restricted amd6l Packages [1619 kB]
Get:1U http://us-west-1.ec2.archive.ubuntu.com/ubuntu jammy-updates/restricted Translation-en [271 kB]
Get:15 http://us-west-1.ec2.archive.ubuntu.com/ubuntu jammy-updates/universe amd64 Packages [1059 kB]
Get:16 http://us-west-1.ec2.archive.ubuntu.com/ubuntu jammy-updates/universe Translation-en [240 kB]
Get:17 http://us-west-1.ec2.archive.ubuntu.com/ubuntu jammy-updates/universe amd64 c-n—f Metadata [22.1 kB]
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Fetched 30.3 MB in 65 (5432 kB/s)

Reading package Lists.

Building dependency tree.
Reading state information
19 packages can be upgraded.
Reading package Lists...
Building dependency tree.
Reading state information

. Done

Done

Done
Done
Run ‘apt list

Done
Done

Jjammy-security/main Translation-en [229 kBl
jammy-security/restricted amdél Packages [1591 kB]
Jjammy-security/restricted Translation-en [267 kB]
Jjammy-security/universe amd64 Packages [851 kB]
Jjammy-security/universe Translation-en [162 kB]
jammy-security/universe amd6l c-n—f Metadata [16.8 kB]
jammy-security/multiverse amdél Packages [37.1 kB]
jammy-security/multiverse Translation-en [7476 B]
jammy-security/multiverse amd6d4 c-n—f Metadata [260 B]

upgradable’ to see them.

ufw is already the newest version (0.36.1-Uubuntu0.1).

ufw set to manually installed.

@ upgraded, 0 newly installed, 0 to remove and 19 not upgraded
ubuntu@ip-172-31-9-93:~$ sudo ufw allow ssh

Rules updated
Rules updated (v6)
ubuntug@ip-172-31-9-9:

-5

ubuntu@ip-172-31-9-93:~$ sudo ufw enable
Command may disrupt existing ssh connections. Proceed with operation (y|n)? y
Firewall is active and enabled on system startup

ubuntu@ip-172-31-9-93:~$ sudo ufw status

Status: active
To

22/tcp

22/tcp (v6)

Action From
ALLOW Anywhere
ALLOW Anywhere (v6)

ubuntu@ip-172-31-9-93:~$




