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Cyber Insurance Policy Evaluation & Risk Alignment

Part 1 – Company Profile Review (Provided in Appendix A)
· 404 Book Not Found is a digital shop interface for books primarily based in the cloud. The current cybersecurity poster mainly consists of a segmented network with multiple forms of authentication to access systems containing sensitive information. All network traffic runs through a firewall and IDS/IPS to scan for potential threats and report to the SIEM further in that alerts IT if anything potentially dangerous gets stopped at the beginning or gets into the network to prompt response beyond automated response systems in place. 
· Top Three Identified Risks to the Company
· Cybersecurity Threats
· Cyber threats may shut down key systems to business or systems will be shut down in response to threats.
· Interrupted Supply Chain
· Physical supplies (Resources or Products) delayed for various reasons causing loss in maximum potential revenue.
· Extended Power Outage
· Local operations cease due to energy constraints which may stop systems critical to commerce or data storage.	
· Minimum Financial Losses in the Event of a Risk Becoming an Incident
· Cybersecurity Threats
· Assuming a single record may cost between $100-$500 per violation, a breach may cause at minimum $20,000+ in fees alone before financial losses due to business shutdown or legal fees associated with any potential lawsuits claimed.
· Interrupted Supply Chain
· Depending on the functionality of current hardware, supply chain interruptions might not be dire, but in the event that they are, 404 Book Not Found may lose an average of $6,000/day of downtime without sales in a worst case scenario of all business functionality ceasing.
· Extended Power Outage
· If the website that 404 Book Not Found hosts loses functionality, a large majority of sales will cease which will lose $6,000+ in daily sales or ~$250/hour.

Part 2 – Policy Requirements Definition
· First-party coverage protects our assets in the event of a hack, ransomware attack, or similar incidents. It also provides support during downtime if we experience a shutdown. Third-party coverage, on the other hand, guards us against lawsuits from customers and partners if their information is leaked or damaged. 404 Book Not Found requires both first-party and third-party insurance because everything is digital, and we handle customer data.
· The minimum coverage we should have for cyberattacks is $250,000 per incident, as businesses like ours can incur costs approaching $200,000 or more. For the maximum coverage, it is capped at $2 million per year. This would provide us with enough security in case a significant incident occurs or if we experience multiple attacks throughout the year.
	Exclusion
	Why it’s Bad

	Acts of War/ Terrorism 
	Some hackers claim they are “terrorists” and insurance won’t pay. We need to be covered regardless.

	Failure to Keep Systems Updated
	If we miss one update or patch, we shouldn’t lose our insurance.

	Prior Knowledge
	We can’t be denied if we didn’t know about a hidden problem. 

	Employee Mistake
	If employees click on bad link, we should be covered because it is one the biggest problems. 

	Vendor Problems
	If our cloud company or our payment processor breaks or malfunctions, insurance should cover and pay us. 

	Unencrypted Data
	Some filed aren’t going to encrypted so insurance should also cover. 

	Late Reporting
	We need a fair amount of time to assess and report an incident without having to lose our insurance and coverage. 




Part 3 – Insurance Market Comparison
1. Hiscox – Best for Small Business
· Coverage Type: Offers tailored cyber risk insurance designed specifically for small and medium sized businesses. The policies provide financial protection against data breaches, cyber extortions, system damage, business interruptions and legal regulator expenses.

· Policy Limits: Up to $2 million and higher limits can be considered upon request if required by contract.

· Deductibles: Starts at about $1000
· Premiums: Policies will normally start around $600 per year.

· Customer Reputation: Hiscox is known for their flexible policies with premiums that are affordable and gives access to risk mitigation experts in cyber security.

2. The Hartford - Best for High Policy Limits
· Coverage Types: Offers cyber liability and data breach insurances. These policies cover business interruption for up to 24 months, cyber deception loss, reputation loss, cyber extortion, and privacy breaches.

· Policy Limits: $500 million, and excess capacity for risks with revenues up to $1 billion.

· Deductibles: They’re not specified because they are customized per policy.

· Premiums: Elevated cost with specific rates depending on the individual risk profiles.

· Customer Reputation: The Hartford offers high policy limits and worldwide coverage but has received some low online reviews. Customers have shared a lot of issues with customer service.

3. Beazley – Best for Comprehensive Breach Response
· Coverage Types: Offers a specialist with a strong focus on cyber risk. They offer comprehensive policies that include breach response services, business interruption loss, cyber extortion, cost for data recovery, and regulatory defense and penalties.

· Policy Limits: Beazley Breach Response (BBR) policy offers breach response services up to $5 million to the affected persons and up to $15 million for third parties.

· Deductibles: Customized per policy.

· Premiums: Customized by the level of coverage and risk assessment.

· Customer Reputation: Beazley is recognized for providing comprehensive service for data breaches with notifications, monitoring and legal support.
Best Choice and Why
Hiscox
1. Hiscox is tailored for small businesses which specializes in providing cyber insurance solitions for small businesses, and even medium sized. The policies are flexible and can be customized to fit specific needs.
2. Hiscox has affordable premiums which start at around $600 per year. A solid choice for cybersecurity business budgets.
3. Hiscox is known for proividing access to cybersecurity experts and risk mitigation resources which deal with strong customer service.
4. Hiscox policies cover a wide range of cyber risk which includes data breaches, extortion, business interruptions, legal expenses, and ensuring protection.
Part 4 – Readiness Assessment Checklist (Provided in Appendix B)
Required Controls for Hiscox Policy Qualifications:
Authentication & Access
· MFA for all administrative accounts and remote access
· Password policy with complexity requirements
· Regular access reviews and privilege management
· Account deactivation process for terminated employees

Data Security
 
· Encryption for sensitive data (at rest and in transit)
· Regular vulnerability scanning (at least quarterly)
· Timely patching process (critical patches within 30 days)
· Annual penetration testing

Backup Systems
 
· Daily backups of critical data (not weekly)
· Off-site or cloud backup storage
· Tested backup restoration procedures
· Documented recovery processes
 
Network Protection
 
· Properly configured firewalls with regular reviews
· Network segmentation for sensitive systems
· Intrusion detection/prevention systems
· Secure remote access solutions
 
Incident Response
 
· Formal cyber incident response plan
· Defined response team with clear roles
· Regular tabletop exercises
· Documentation of notification procedures
 
Employee Training
 
· Security awareness training program
· Regular phishing simulations
· Security procedures in employee handbook

Current Gaps at 404 Book Not Found:
 
Backup frequency needs to be increased from weekly to daily
Need to implement off-site backup storage (currently only on-site)
Missing formal cyber incident response plan (only have natural disaster plans)
No documented security awareness training program
Need to confirm MFA implementation on all critical systems
Need to document encryption practices for sensitive data
Backup restoration testing procedures not in place

Part 5 – Post-Incident Policy Utilization Plan
Infrastructure to be put in place before an incident:
· Breach Response Team (Documentation)
· Responsible for securing systems related to the breach.
· Contingency measures to prevent further access to affected systems.
· Dedicated roles for each member to recover from an incident quickly.
· Data Forensics Team: To determine the source and scope of a breach. Collect and analyze evidence along with other remediation steps.
· Legal Team: To educate the rest of the department on laws that may be implicated by a breach. Also to contact stakeholders and customers about breach notifications and remediation efforts.
· Proper Threat Notification
· Configured flags for SIEM and IDS/IPS
· At least one employee on standby waiting for a threat notification as part of day-to-day working
Filing a Claim Post-Incident:
1. Contain and Assess the Breach
a. Take all affected devices offline immediately, but don’t turn off the devices for the forensics team
b. Change any credentials or passwords for systems affected to remove initial vulnerabilities.
c. Begin documentation of the breach.
2. Review Cyber Insurance Policy
a. Read over current policy coverage including terms, conditions, and coverage limits.
3. Notify the Insurance Companies As Soon as Possible
a. Typically, all relevant parties should be contacted within 24-48 hours of the breach occurring.
b. Proper documentation should be provided when filing.
c. The size of the initial breach is irrelevant incase of complications further in the future.
· Describe the step-by-step process the company would follow to file a claim after a breach.
· Explain how the policy you selected will help the company recover and what limitations they may encounter.

[bookmark: AppendixA]Appendix A – Company Background
Company Name 404 Book Not Found
Industry Digital Book Storefront
Size 30 employees, primarily remote
Data Stored PII (Including emails, card numbers, and addresses)
Security Posture
· NGFW with proper configuration in place.
· Centralized SIEM to detect and respond to threats.
· Zero trust framework in place to deter potential threats and only give minimum necessary access.
· Backups performed weekly, stored on-site.
· Incident response playbook in place for natural disasters, but no formal response plan for cyber incidents.

[bookmark: AppendixB]Appendix B – Readiness Checklist
Required Controls for Hiscox Policy Qualifications:
Authentication & Access
· MFA for all administrative accounts and remote access
· Password policy with complexity requirements
· Regular access reviews and privilege management
· Account deactivation process for terminated employees

Data Security
 
· Encryption for sensitive data (at rest and in transit)
· Regular vulnerability scanning (at least quarterly)
· Timely patching process (critical patches within 30 days)
· Annual penetration testing

Backup Systems
 
· Daily backups of critical data (not weekly)
· Off-site or cloud backup storage
· Tested backup restoration procedures
· Documented recovery processes
 
Network Protection
 
· Properly configured firewalls with regular reviews
· Network segmentation for sensitive systems
· Intrusion detection/prevention systems
· Secure remote access solutions
 
Incident Response
 
· Formal cyber incident response plan
· Defined response team with clear roles
· Regular tabletop exercises
· Documentation of notification procedures
 
Employee Training
 
· Security awareness training program
· Regular phishing simulations
Security procedures in employee handbook

Appendix C – Insurance Providers

Beazley. Homepage. (n.d.). https://www.beazley.com/en-us/ 
Business, home & car insurance quotes | The Hartford Insurance. The Hartford. (n.d.). https://www.thehartford.com/ 
Hiscox Small Business Insurance | get a free quote. Hiscox. (n.d.). https://www.hiscox.com/small-business-insurance 
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